
\;11-a1-:ibb~~-:i1-:ib~tNu1.h:a.11ruvt't~-ru'1~~-a-abb6'1::-a1v6'1::b~vi;ifi1t.U;;i1v 
n1-a'1~~t1'1~'11-:i~ijt"tJ-:iTurit1~~1-:i 

G). zjfl tA1..'.J rn1 '11.:iu11.:i ~m~nmi::'lim.1 LL'ij11 LLm 'tl-a::'U'U Ftm.1-W1 LlJ'lel'~LFt 'iB'li1v LLi'l::t?tln-aru 

l!:i . V1tl1EJ"l1'UL41'1ltJ"l tA1.:irn1 neJ.:i a1-aa'UL 'VlflLrn::~'tiuLfl-a~~n~eJlJ'la1V1m-a11 ~hun.:i1tJ ... . . 

bfl'a~~n~eJ lJ'la1'\ll n-a-a11 ... . 
'"1. 1..:iL~'U"l'LJ't.h::mru~1~1'u~vi~11 ~~ce.c:.:oo 'U1'VI (Ln1LLatJLn1V1rltJ~~'ULLtlvi~eJEJ'U1V1ti'1tJ) 

., .J • "' Q ) ., .J I 0 n u !Jd'.blll 
Ci:'.. 1'U'Vlfl1'\ll'Uvi11mnm"l (11A1m..:i'tl..:i ru 1'U'VI ..... ~ .. ........... ~ .. : ........... ..... .. ... .. ... . .. 

L U'U L~'U ~~Ci:'.,c:foo U1Yl (Ltl1 LL~'ULtl1'\ll~'U~oW'ULL tJ Vl~tl fJU1Yltl1'U) 

ct. LL'\ll~..'.J~1J1'1Jfl..'.J11f11f1" 1.:I (11f1 1eJ1..'.J~..'.J) 
H11A1~LAEJ41.:imEJ 1 '1..11:: EJ::L 1"1 l!:J tJ..:iutJ1::inru lJ1111'1ryry1L"'1J~ l!:J'"1/l!:Jctbl!:J 

"..:J1'UVi <il~ lJ1"1f111 l!:Jctb<il • 
' 

n . 11EJ'iltJ~fo~~'(ftJ.,u n:'\ll'U~11A:n~1~ Q , • Q ~r 
b.<il 'U1fJi'l.fl'1lfJ 1\llJ 'U1 f1fJf111:l.J 'Un1'1l1fl11fltJ:l.J'V11LlJ'ltl1'U1'U1rufl11'WLf'l~ 

b.l!:J 'U1EJ~11'U1EJ ~1U1Yl'tl..'.l '1n1'lf1fl11flfl11~1LlJ'lfl{'li1'U1qj.,f111 ~ ~ 
b.i;n m.:i~11ru~1~ fa~n::G1..:i-U '1n1'U1rn1A'tl11~1LtJlfl'hJ~u~rn1 ~ ~tvif I 





6tlel'U b 6tl~6tlel·N1'U (TOR) 

~1\ltJ1'a \l-rffl~1 bb~ ~6lie:i:u bbllli:U bbm 6tl'a~'U'U ~e:i:u-W1 b~el {b~~e:i ,J1 ti bb~ ~e:itl n -aw 
~ ~ 

<9l .<9l b ~ eiti 11 .:i1' fl~1 bb'1 ::sii EllJ bb'lllJ bfl~ ei .:i fl EllJYl··;n(;l ei{ bbll~1 ti (Server) bb'1:: 1::uiJ bfl ~El ~1 ti (Network , 
System) 11lJ~\lbfl~El\lflEllJYl1 b(;leJ{~TU'4flfl'1 (Personal Computer) bfl~El\!YllJ'YifleilJ~1b(;leJ{ (Printer) bfl~El\l 
'1Lbfl'\.Jb 'l.JeJ{ (Scanner) bfl~ei.:i'111ei.:i 1Yl (UPS) bfl~El\lfleJlJYl1b(;leJ{bb'U'U'V'lfl'l'n (Notebook) bb'1::fleilJYl1 b(;leJ{bb Vl'U b~(;l 
(Tablet) (~1t1~::bBt1~\il111fi1fle.J'lJ1fl @) 

(9) .~ L ~ei 1 V1'11ii'~lJ.:i1'1.J~i1fl11lJL zjt11•1nqi 1'l.Jm11 ~'U~fl11LoY11::v11.:i 
<9l .rn L~ei1~Lfl~El\lfleJlJYl1 b l'l eJ {bbll~1tl (Server) bb'1::W'U'Ubfl~ El~ 1tl (Network System) 11lJ~\l b fl~El\l 

fleJlJYl1 b (;leJ{~1'1.Ji .. ~fl fl '1 (Personal computer) b fl~ei.:iYllJ'YifleilJYl1Ll'leJ{ (Printer) bfl~El\!'1Lbfl '\.Jb'\.JeJ{ (Scanner) 

.. 0 1··' ( ) .. "" ' ( ) "" ' d d ( ) bf11El\!~11El\l vl UPS bfl1El\lflEllJ'V'l1blP1El1bb'UU'V'lflV'l1 Notebook bb'1::fleJlJ'V'l1b(;leJ1bbVl'Ub'1l'l Tablet 

~1lJ11fl 1i.:i1'\.J11ii'(;l'1El~ b 1'11 

.,J 1 .,.. d ., "" ' ~I 1· I ' ., o "" <9l.Ci'. b'V'IEl Vl lJ fl11bfl'U'1.JEllJ'1fl11'111'11Vl1 \lflEllJ'\1'11blP1El1 bu'\.J umlJ V'l.1 .'U . 11mt1n11m::vi1m1mJ~ 
" 

Vl1\lflEllJYl1bl'leJ{ (OU'U~ ~)'\!'I.Pl . ~<t'0o bb'1:: '\1'1.1 .U. 5'\.J I ~bMt11-Uei.:in'UfleJlJYl1bl'leJ{ 

C:.Cll 0 Q 

11:i. "l.lv'rn"l.l\ilbb~::1on1~mb'lJ'lJn1~ 

b~ ei 1 ~n11~1 b 'Ll'\.J.:i 1'\.J b u'\.J 1 u lP'1 1lJ1'lllflu1:: ~ .:ir1~.:i n ~11.LJ1 .:il'l'\.J ~1'u n .:i 1 '\.Jbm~~n '1El l'l ~ 1'\ll m1lJ ~.:i 1\il , .... , 
n1'Vl'\.J~'1.JEl'Ub '1.Jl'l bb'1::i6~1b'Ll'\.Jfl11'1.JeM~fo~1.:i 1 ~'U11'1C·J'1~1b ~'1lP1 1 lJll'lflUW~\lrl ~\!~El 1 uif " , , 

1£1.@ n1~U1'~.:ifo~1 (Preventive Maintenance : PM) bfl~tl.:lflv11'W1b\ilv{mhht1 ·(Server) u~:: 
~::'IJ'l.Jbfl'iv'li1t1 (Network System) ~111~.:itfl~tl.:lflv11'W1b\ilv{~h'lJ'4flfl~ (Personal Computer) 

bfl~v.:iw11~flv11'W1b\ilv{ (Printer) bfl~v.:imbn'lJb'lJv{ (Scanner) bfl~v.:iri1~v.:i1-W CUPS) bfl~v.:iflv11'W1b\ilv { 
Q ' Q "' c:::ll Cll Q,I e: 

bb'IJ'IJ'Vm'Vn (Notebook) bb~::flv11'rl1b\iltl~bb'V1'1.Jb~\il (Tablet) 11~1t1~::bvt1~~.:i'lJ 

1£1.@ .@ n 1~u11.:i ~n ~1 bfl ~ll .:lfl v 11w1 b\il ll {ull 'li 1 t1 (Server) u~ ::~::u u bfl ~v'li 1 t1 (Network ,, 
System) ~1'U~1\!'1::1Plei .:iv\'1~.:i;j 

<9l) bfl~El\lflEllJYl1b(;leJ{bbll~1t1 (Server) bb'1::1::'U'Ubfl~ei~1t1 (Network System) ~1''U~1\l 
'1::l'lei.:iv\'1n11ti11.:i1'n~1vim~ll'\.J t~t1'1::l'lei.:i Update Patch '1.JEl\!1::'U'UUfi'U~ m1 1::'U'U~1'\.JoLJEllJ'1 1::'U'Ubfl~ei~1t1 , , d.J .-.. \I 

bb'1:: ll~'liei.:i 1 Vl'J ~1\l I ~El 1'1 b lJ'l.J B'\.JlP111tl ~El 1::'U'U L68{Yl n ei{ (Server) bb'1:: 1::'U 'Ubfl~El~1 ti t~ t1v\' 1'1'\J ~1~~ rn 
,, 

~ I.I Q.J 0 Q.J 

'1J El\! b~ El '\.Jbb'1:: (;l El \l '1~ Vl111 ti \!1 '\.JVl fl fl)\! , 
~) ei'\Jmrubfl~ei~1t1fleJlJYl1LlP'IB{11lJ~.:i Router, Switch, Firewall l'la.:iv\'1m1l'111'1~'U , 

'liei.:i 1 '\Il l bb'1:: fl11'4 fl1 fl t~ tlfl111 fl U1bbfl1lJ bfl~El~1tl'\ll~Bbfl~El'li1ei5'\.J 'V'l~EllJ~'li11::'U'U Monitoring b ~EllP111'1 
~~ml.Jfl 111 i.:i1'\.J'1.JB\!W'U'Ubfl~El~1tl bb'1:: Server ~.:i~1''U~1\!'1::vi'a.:ib lJ'l.J~~~'\ll1 b ~ei'Vl1'liei.:i 1 VllVl~El'1~eJB'\.J'1.JEl\l 

" " , 
1::'U'Ubfl~B~1tlflEllJYl1b(;lB{1 '\.J ~Piel. bb~1vl1fl11U1''UU1\l bbm '1J 1 ~~'\.J~lJ tlB~ b~lJB L~t1v\'1'1'\Jm~~ rn '1.JB\lb~El'\.Jbb'1:: ,, 
\Pl B\l~ ~vl111 tl\!1'\.JVl flfl1' \! , 

rn) ~1''U~1\!'1::vi'a.:ieieimb'UU u1'UU1\l '\J1''U bb~\l bbm'1.J1::'U'Ubfl~B~1t11~bVllJ1::~lJ ~1tl\!1lJ " , 
bb'1:: fln vi'ei .:ilP11lJ1:: 'U'U fl11~B~1 1oLJEl lJ'1 t~ ti fl11vl1 \! 1'\.J 1~i1'\J1::~ V1Bf11V'l ~\l~~ 11 lJ ~.:ii1m1'\Jfo bb~\!~1 ti LAN 1 'Vlli 

\J \J \I , 

1~~1tl\!1lJ(;l1lJl'i' RACK 1'1.JE11fl11 ~Piel. ~.:i~.:iei~~i'\.J ~' rn, Ci'., ct bb'1:: b 11lJ~.:i\Plei.:ib~'\.J~ 1 tl LAN '11fl Switch 
" " 

i1.:i~~0off'U~m1 ~.:iii11lJ~umru5'\.J 1 L~eiu1:: n ei'Um1v\'1.:i 1'1.J1~~1l\pcl L'li'\.J 11.:i Lvi'1'1qiqi1ru~1t1 LAN LL'1:: 

fl11~~VllJ1 tlb'1'1.J~1tl LAN (Label) b ~Elfl11lJ bll'\.J1::bU tl'U 'V'l~BlJ1Ylvhb~lJb~lJ1 ~bVlt1\l'V'IEl tl'Ufl11lJl'i'ei.:im111liJeit1 



fl11 mo \JV!bb'1~tlr'Utl~\l confiouration ~1\l '1 1'1.J Firewall bb'1~e:itlmrubfl~e:i~1CJ5'1.J1~\iun~'1l.Jbb'1~i1rn1l.J , , :;:, I , 

tl'1e:ivi.ii'CJue:i'ln'\.Jm~~n L"ill.Jm '\.J'Vlfl~tl bb 'U'U 

c:() b ~ e:i 1 Vl~~'U'U bfl ~e:i~ 1 CJbb'1 ~fl e:Jl.l'W1bl"Ie:ifa1l.J 1 ~f;)vl1\l1'\.J11'llvi CJtl ~1131\11 fl fl1~'Ufl1 fl 
. ' ' 

eHtJ41'l"il~lil e:J\lvl1 fl111'111\l '1e:J'U fl1~'U m fl (Intruder Detection) \11flfl1CJ1'l.Jbb'1 ~fl1 CJ'Ue:JflVltJ1 CJ \l1'\.J Vl1 flm1 "il 
" ' ' 
'Vi'UVl~el 1vi'-r'U fl11bb4'l"il1flb 4TWU1~\i1bb'1W'U'U bfl~e:l~1CJ '1131e:J . \l~~el\l~'Ulil1 b -U'\.J fl11bbm '1J 1 'l.J~'l.JVi 

" 
ct) 1~'U'UUel\ln'l.Jbf'1 er1'tJ41'l"il~~el\lvl1fl11'1\l b tl1bbml.!Ue:J\ln'\.J 11f'1 (Antivirus) NOD32 

" 
~i1~'1l~'Vli'1fl~e:J\l bli1CJi1m1 Update Virus Pattern 1VfdJ'\.JU\l\JU'UbV!CJhlfili1fh1-ti'~1CJ 

" ' 
ti) m1btl~CJ'Ubbtl'1'lbbm"U Policy ~1\l 11'U1~tJ'Ubfl~e:i~1CJ '1131el. b~l.J ~1'tJ41'l"il~~e:i'l11ilfo 

el'\.J qj11'1\l1 fl erli1 bb'1 ~~'U'U (System Administrator) Vl~e:J er li1 bb'1 r'U ~li1'1le:J'U bfl ~e:i \lfl e:il.J'W1 bl"I el{bblJ~1CJ (Server) tJ, \I \I . \I \I 

'U''l.J 1 11i1CJ ~e:i'l1lJm~v111tJ11i1CJ'Vi'1fl11 

"11) V11mnli1uqivi1fl11 flooding "Uel\l Virus, Worm ~ 1\l 1 ~ftJ41'l"il~~e:J\lvl1fl1~bbm"U 

ru bfl~el\l~bnli1uqivi111i1CJ1l.J'1 Vlm~'Vl'U ntJ1~tJ'U 11i1CJ11l.J vi1n-'11bll'U~e:i'l1-ti'bfl~e:i'lrle:i\l1m~tJ'U~tl mru bfl~el~1 CJ 

'1131e:J. b~e:i-d1CJ1'Ufl11bbtlUqJVIWll'\.J Firewall 1'1.Jfl11 block m1 flooding ~el'l1-tibU'Ufl11-B'1fl111bb'1~bdmbm"U 
uqivi1b'1~\lbb~11Vl~1i1v111~tJ'U1 Vf fl~tJf°i'l.Jti1-:i b~l.J 

~) vi1fli1uqivi1m1 flooding mCJ1 'Ubfl~e:i~1CJ ~1'tJ41'l"il~~e:i'li1m1bbm "Uuqivi11Vlbb~1b'1~"il 
m CJ 1 'U c:( i11l.J'l 'U'tJ"il1m 1mffililr'U bb4'luruV11 b ll'UmCJ~ fl~rue1'fl~~\l1fler1141\l 

~ " 
ci) fl 11 Update Patch "U el \l1 ~'U rn"B {vJ b 1 el { bb'1~1 ~'U 'Ubfl ~e:i ~ 1 CJ ~ 1'tJ 41\l "il ~~el \lb lJ 'U 

er1il1b-U'Ufl11be:J\l~\l'Vll.Jli1 bVlCJ'Vlm~'U'U"il~~e:i'li1fl11 Update 1Vf~'U'1~CJel~b'1l.Jel V11flfl11 Update Patch 
" ' " 
i1e.J'1f11~'Vl'U~e:Jfl11vl1\l1'\.J"Uel\l1~'U'U,1'\.J '1 erftJ41'l~el-:i11i11'tJfl11l.Jb~'\.J'lle:J'U"il1flermb'11~'U'U (System 

I \I \I \I 

Administrator) el~qj11'11Vf Update Patch 

C9lo) Vl1fli1rh1i~1CJ1'Ufl1~ Update Patch 1~'U'Ub"8{'Wb1el{bb'1~1~'U'Ubfl~el~1CJ ~ftJ41-:i 

\) ~~ el\l b u'Uer-r'U~\i1'1le:i'Ufi11-U~1 CJ~\l'Vfl.J(i) 
" 

C9lC9l) m~t11-U'ell.lm-U'1vi~e:i ele:J fl"il1flbfl~e:J\lfle:Jl.l'W1 bV1e:ifoli~1 CJ (Server) erfo41-:i"il~ ~e:i'l 1tilr'U 
" " 

el'Utu11'1"il1flerli1 bb'1~~'U'U (System Administrator) i.T'\.J vi1fli1fl11l.!'11 b u'UerftJ41'l"il~~e:i\l bb'11i1\lb Vll"le.J'11 'Um1t11 , " "\I \I , 

oLJell.lm-U'1vi~elelelfl1Vierli1bb'1W'U'U (System Admini strator) i.T'\.J'V111'U 
" "" 

C9ll!:>) Vl1flfl111i'l1'\.J Software Vl~e:J Application 11i1 1 "Uel\l User ~i1e.J'1~elfl11vl1\l1'\.J 
bli1 CJ11l.J"Ue:J\l~~'U'U bfl~e:l~1CJ erftJ41-:i"il~~e:J\l11CJ\l1'\.J 1 V!ervi bb'11~'U'U (System Administrator) 'V111 'U~'l.JVi'Vi~ell.J ~'l 

" "" v11m~bbm "UuqiV11~bnli1~'\.J 1 Vf bb~1 b'1~"il n1CJ 1 'l.J c:( i11l.J'l 

C9lm) mru~ '1131el. :W m1tlfo btl~ CJ'UVl~e:lb~l.Jb&il.Jfl111-ti'~tlmru1 '\.J1~'U'U bfl~el~1CJ ~r'U41 'l 
\l~~e:J\lli1'1b-U'Ufl11b tl~ CJ'\.JVl~e:J bCJflEJ1CJ 11l.J~\l fl11rl1Vl'Uli1'1fl1'Vibb11i1~e:Jl.J"Uel'l1~'U'U (Configuration) 1'1 1l.Jfl111 i-:i1'\.J 

'1le:J'l~tlmru~e:i~'1'W~qiqi1V11l.J~ '1131el . ~el'lm111i1CJ1lJfi1i1rh1i~1CJ11i1 1 

(9)(() bde:ii'\.J'1li1~ruru141'l er1'tJ41'l~el\lvl1fl11 Disable User ~1'\.Jvl11'U1~'U'U Domain "Ue:J \l 
, "'" \I 

'1131e:J . bb'1~vl1fl11bb4'lerli1bb'11~'U'Ubfl~e:J~1CJ bb'1~1lJi1m~'1~1\l User Hv11fl1~ remote fl1CJVl~\l Vl1fl'Vi'UflWvl1 
"" 

m11i1\l fl'1°11 ~el11 b ll'U rn1l.J ~li1"Ue:i-:i~f tJ41-:i 

c$1 
I 



' ' 
ID.@.ID m'lu11.:i-rn~1Lfl~eJ.:JfHl~W'H\ile:i{~TU'4flfHl (Personal Computer) Lfl~e:i.:iw~~ 

fleJ~W'lL\ileJ{ (Printer) Lft~e:i.:imtn'UL'L!el{ (Scanner) Lft~e:i.:iri1'le:i.:i1~ (UPS) LL~::Lft~ij.:JfteJ~W'lL\ileJ{mJU ,, 
vmvn (Notebook) ~1''U~1\1'1~vl8\lvl1~\l-U 

'U 

~1'u ~ 1\1'1~vi' 8\lvl1m1u11 .:i1' n~1Lfl~8\1fl8lJ~1Ll'l81'11'1.J'U fl fl '1 (Personal computer) 
'U ' ' 

Lfl~8\l~lJoWfl8lJ~1Ll'l81 (Printer) Lfl~8\lmLfl'UL'U81 (Scanner) Lfl~8\1"1118\ll'V'J (UPS) LL'1~Lfl~8\lfl8lJ~1Ll'l81LL'U'U 
vmvn (Notebook) 'V!fl 1 rn L~ffU 1~vv11'1tJ~ni-1~ rn '1JV\lb~8'\.JLL'1~ vl8\1'1~v111 1 V\11'U'V!flfl#\I 

ID.ID fl1'l'lie:i~u6lf~LLm'tlLfl~v.:iflel~W1L\ile:i{mJ'tha (Server) u~::'l::urnft~el'YJ1a (Network System) 
t d .Q ~. d .Q ~ c. & • d 

'l'l ~'VI .:i Lft 'lel .:i ft el ~'W 'Hl'l el 'l6l 1'\.J '4 fl fl~ (Personal computer) Lft 'lel .:J'W ~'W ft el ~'W 'Hl'l el 'l (Printer) Lfl 'l el .:i 

mLn'UL'Uel{ (Scanner) Lft~el.:iri1'le:i.:i1~ (UPS) Lft~el.:Jflel~W1L\ilel{LL'U'U'Wn'W1 (Notebook) LL~::ftel~W'Hl'lel { 
d d Cil d Q/,,N 

LL'Vl'Ub~lil (Tablet) ~'l1V~::rna~\il.:J'U 

ID .ID.@ n1'l'lie:i~ LL6lf~ LLm'tl Lfl~el.:Jftel~W 1L\ilel{u~'YJ1V (Server) u~::'l::'U'ULfl~el'YJ1 a (Network ,, 
System) ~1'u~1\1'1~vl8\lvl1~\l-U 

'U 

(9)) fl1ru~~1''U~1\IL~81~L-b'1v11fl11u11\11'fl~1 (Preventive Maintenance : PM) 
'U ' 

Lfl~8\lfl8lJ~1Ll'l81LLli~1v (SeNer) LL'1~1~'U'ULfl~8~1mL~1'V'l'U11 Lfl~8\lfl8lJ~1Li;rn1LLli~1v (SeNer) '-"~8W'U'U 
Lfl~8~1 vi1urn"'1 Lnlil~'U ~1'u ~1\1'1~vlel\ILL ~.:i1 ~ ?11118 . 'Vl11u~'UVi 11il v~1'u~1\1'1~vi'8.:i LLm '1JU ru'-"11 ~ L~vu~8 v gt \I \I ~ 

'1'\.J?11l.111ti1i'l1'Ul~n1v1'U ~ -B'11lJ\I 'W'u'11m1m~'V'l'UUtlJm 
l!:l) mru~~1'u~1.:i 1~1'u LL~\IU rn'-"1'11 m~1mi'1~~1'u~~'!Jff\J'1J8\I ?11118 . ~1'u~1\1'1~vi' 8\IL-b'1 

\I Vt \I '\J 

v11m1LLm 'llUtlJ'-"1 Lfl~8\lfl8lJ~1Ll'l81 LLli~1 v (SeNer) LL'1~1~'U'Ubfl~8~1v 11lJ~\l 1 tJ1 LLmlJ\;]1\1 1 ~~\il~\18tj 
1~v'1~vi'8'IL-V'1tJ5u~\11'Un1v1'U l!:l -B'11lJ\I 'W'u'11m 1'11~1~1'uLL~\1'11m~1wu1~~1'u~~'!J8'U'1J8\I ?11118 . LL'1~vi' 8\1 

~1bU'ULLm'1lUtlJ'-"11~L~V'U~88'1'Uti\11'U1~mV1'U ~ -B'1 ll.l\I 

rn) '-"1fli18tJmru'1J8\lbfl~8\lfl8lJ~1bl'l81LLl.J~1V (SeNer) '-"~88U mru'1J8\11~'U'U bfl~8~18 
' ' 

'1111~ LL'1~vi'8\lvJ1m1'1'l"li8lJ rh1-ff~1v1'Um1~~~\I 61i8lJLL'l!lJ ri18~1"'~ ri1~'U'11'U LL'1~ri1tJ1~fl8'U~'U'11'U1~ 
' 

Lfl~8\1?11lJ11ti 1-&''11'\.J 1~1'11lJUfl~ ~1'u~1\1'1~lii'8\lfo~~'!J8'U~\l'-"lJ\il L\ilV ?11118. 1llvi'8\l'll1~~ri11-U~1v 11il 1 L ~lJL~lJ 

ID.ID.ID n1'lsde:i~ U6lf~ LLm'tl Lft~el.:Jflel~W'l Ll'lel{~'l'U'4 ftft~ (Personal computer) Lfl~eJ.:JWlJ~ 
ftel~W'lL\ilel{ (Printer) Lfl~e:i.:imtm.JL'l.Je:i{ (Scanner) Lft~el.:Jri1'rn.:i1~ (UPS) Lfl~el.:Jftel~W1Ll'le:J{U'U'U'Wn'W1 
(Notebook) u~::ftel~W'l Ll'lel{u VitH~lil (Ta bl et) ~el ~i. \J'tlel'Ub 'tl\ilfl'l1~-rutl\il'tlel'U'tlel.:J~-j'rn)1.:i zj,:i 1~uri 

(9)) Lfl~8\lfl8lJ~1Ll'l81'11'U'4flfl'1 (Personal computer) '118\1 ?11118 . ~f1''11i'l1'U8tj LlilmU'U 

Lfl~8\l~i1L'1'1J'Vl~ Lli V'Um.tlru-Yi'1J8\I ?11118. LL'1~ LU'U Lfl~8\lvtll.itifli.11lJ1"1118\l 1-li'l1'\.J L ~8\1'11 fl LU'ULfl~8\IL~h.i~i1 Lfl~8\I 
' 'U 

1 '-"l.il.11'Vl ~LL 'Vl'U Lfl~8\ltT'UbL~1 1~ v ~1'u~1\1'1~vi'8\1~\il om fl LL?! ~\1'1 tll~ fl~ru11mJ1\1-U~ L'1'U11 Lll 'U Lfl~8\l~vi'8\I 
'lim.iLL61l:1..1LLm'1J 

l!:l) Lfl~8\l~lJoWfl8lJ~1 b (;le:J1 (Printer) Lfl~8\l?ILLfl'U L'U81 (Scanner) bfl~8\1"1118\11'V'J (UPS) 

Lfl~8\lfl8lJ~1Ll'l8fouu'V'lfl'V'l1 (Notebook) '-"~8fl8lJ~1Ll'l81LLVl'UL~l'l (Tablet) 'V'l~8lJ Apple Pencil ~f1''11i'l1'U8tj 
1~m U'ULfl~8\l~iiL'1'1J'Vl~ L DV'\.Jfl"iJl ru-Yi'1J8\I ?11118. LL'1~ 1ll L U'Ubfl~8\I Lri1~i11~'1'\.J 1l.J?11:1..111ti 1oU\11'\.J1~ 11ilmH'u41\I 

' ' 'U 

'1~vl8\l~lilom fl LL?llil\1'1 tll~ fl~ru 118ci 1\1-U~ L '1'U11 L ll'U Lfl ~8\1~ vi' 8\l"lim.i LL 'lllJ LLm '1l 

rn) ~tJmru~'UbU~8\11'11:1..1'1t1Jt1J10U'U~ 1 ~'-"l.11Vm1:1..1C1\l~tJmrum -ff LL~1'-"lJVI 1 Ul'l1:1..lfl111-li 

\11'\.Jfl11~tJ fl~ L'li'U "'ii fl~lJoW '11'U8U mru~i1~'U'11'U 1viL U'U-Yl\ln-&'U"'~fl~vl11 ~8tJ mrutT'U~1b U'U\11'Ul'i81 tJ1~ 
' ' 

(functional base) ~811~'U'11'UtT'Ulii'8\lvl1fl11'VlVI LL'Vl'U"'1fli1m1'1111\il L'li'U Lb'Ul'l Ll'l8~Lfl~8\1"1118\ll 'V'J LL'Ul'lLl'l B~ 
' 

fl8:1..1~1bl'l81LLVl'Ub~l'l (Tablet) vi1':1..1Lfl~B\l~lJ-0flvl.1~1bt'lB{ (Drum Printer) Lb'1~ Apple Pencil "'1fli1Ut1J'-"1:J 

1'Ufl11~fl11:i..J~tJmru~'UbU~B\11~~Bfl11lU'1Q8'1J8\lfl11:1..lfl111'111'1fo~?l\i)"1 bU'U~~'UG1VI jy v f 



~i'u~1.:i~::~ewde:i11bb'l11lbbm'tluruV11~bn~~u ~.:id " ~ 

• m'jsdt111 bb'l11lbbm 'tluruV11t~t111i~e:i .:i 6l.:isde:i11.n1t1ue:in '1Ae:i . 
~ 

~fu~1-:i b~e:i1\llfrnb~'l'11n '1P1v . mrui1 bri~e:i-:iriv1JW1 b l'lv1~1t1'\Jf1f1"1 (Personal computer) 
" ' 

bf1~e:J'lW1J~f1e:J1JW1bl'!e:J{ (Printer) bf1~e:J'l'1bbn'Ubtle:J{ (Scanner) bf1~e:J'l'1°1'je:J-:J1i"J (UPS) bf1~e:J'lf1e:J1JW1bl'!e:J{bb'\J'\J'Ym'Yn 
(Notebook) Vl~e:Jf1e:J1JW1bl'le:JfoVJ'U b~l'l (Tablet) ~~e:J1J Apple Pencil i1lk1JV11bb"1::iJJ'111J1'jt11-tl'-:i1t111'l ~fu~1-:i 

'l::l'i'e:i-:iv11bi1t1nTrnm 'lruruvi11~\~CJ '\J ~e:JCJ'l t1'11m'jti1i-:i1t11\llrnCJ 1 ti b -&111J-:i 'LI'u'11m1"11~1\llf rnb~.:iu ruvi1 b llti 
u u 

QJ 'V I.I I ti 

mt1"1mHue:im~'j'11mn1'11-:i 
" 

• n1'jsdt111bb'l111um'tluruV11 fat1t>l'e:i.:i6l .:isdmm1t1ue:in '1Ae:i. 
~ 

mru~ Ii) m'j6l.:istle:i11.n1vue:in 61f'1B . mi :: 611111'j'1stlt111bb'l1 111~ 1t1"i::wi1.:i~i1m"itl1 
I I . I 

b f1~e:J\lf1 e:J 1JW1bl'!e:J{~1m.Jf1f1"1 (Personal comput er) bf1~e:J\lW1J~f1e:J1JW1 b l'!e:J{ (Printer) bf1~e:J\l'1bbntlbtie:J1 

(Scanner) bf1~B'l'1°1 "ie:J\l1i"J (UPS) bf1~e:J\lf1e:J1JW1bl'!e:J{bb'\J'\J~n~1 (Notebook) bb"1::f1e:J1JW1bl'!e:J{bbVl'\Jb~l'l (Tablet) 

~~e:J1J Apple Pencil ~.:i1tJ61ie:i1Jbb6ll1Jbbm'l.l.n1CJt1e:in '1Ple:J. ~fu~1 .:il'i'e:i.:iv11Li1t1m"ilil.:id 
" 

<9l) ~fu~1.:il'i'e:i.:i~V1V11bri~e:i.:i~1"ie:J\l1J11~~11~1.:i1 oi1'V1V1 Lb 'Vltl 1ti"i::vi11.:i~~.:i1 tJ61ie:i1J 
" " 

l!:l) ~fo~1.:it?i'e:i.:if u~~'lle:J'UA11i~1CJ1 ti nT~61ie:i1J bb6ll1J A1e:i:: 1 vi~ A1~t1~1t1 bb"1::A1th::ne:i'U 

~t1~1t11~bf1~e:J\l'111J1"iti 1i.:i1t11~mm.Jn&h~\lVl1JV1 LV1CJ '1Ple:i.1lJ~e:i.:i'll1"i::A11-i1~ 1 CJ 1V1 1 b~1Jb~1J 
rn) ~f'U~1\l~e:J\lvl1n1"i~~~\l bf1~e:J\l~61ie:J1J bb6ll1J b'1~'1 bb~1 ~~e:J1Jvl1 n1"i'V1V1 '1e:J'U n1"i 1 oi1.:i1t1'1.le:J\l 

bf1~e:i.:ii!ti 1~~11~1.:i'11m"iti1oi1.:i1t11~1'111Jtln~ 
" 

Ci:'.) ~fo~'i-:i'111J1"iti'11Lri~e:i.:i~1 "ie:i.:in~'Ufit11 tJ1111 
" 

n'jru~ ID m'j61.:isde:i11.n1t1ue:in '1Ae:i. u'1::11i'11111'j'1sde:i11bb'l1111~ 1t1mru~i1m"i'11Lri~e:i.:i 
f1e:J1JW1 bl'lv1~1titif1f1"1 (Personal computer) bf1~e:J\lW1J~f1e:J1JW1bl'lv1 (Printer) bf1~e:J\l'1bb nmtie:i1 (Scanner) 

bf1~e:J\l~1"iv\l1i"J (U PS) bf1~ e:J \lf1e:J1JW1bl'!vfo'U 'U ~n~1 (Notebook) b b "1::f1e:J1JW1bl'!vfoVJ'U b ~l'l (Tablet) ~~e:J1J 
Apple Pencil ~.:i h.J61i e:i 1J LL6llmbm 'l.l.n1 t1t1 e:in '1Ple:i . bb"1:: bri~e:i.:i~.:i n~111l.i'111J1"itiv11 m"i'liv1J Lb6ll1Jbbm '1.11~ ~f'U 

,, 
ti II o ..::.. v Q 

'11\ll'le:J\l~1b tltln1"iV1\ltl 

<9l) ~fo~1\l~e:J\l~V1Vl1bf1~e:J\l~1"ie:J\l1J11~~1 1~1.:i1 oi1'V1V1 bb 'Vltl 1t!WVl11\l~~\l1 tJ61fv1J 
" " 

l!:l) ~fo ~1.:i~e:i.:i~V1vi1 bri~v.:i~ b tlti'l.Je:i.:i 1 vilJ~~e:i bb"1 ::~m~CJ1nt1 n'U bri~e:i.:i~-VV1-U e:i.:ivi~e:i'1.:in11 
" ' " 

1J1'V1V1 bb 'Vltl vi1n1lJi1~~mb"1dm~ t11 ti'ti ~f'U~1 \l ~e:J\lb'1tl e:J"i1CJ "1:: bBCJ V1f1ru '11JU~'l.le:J\l bf1~ v.:ilil.:i n~11\;\ e:i '1Ple:J . 
' " ' 

L~e:i 1 ~riru:: m"i1J m"im1'1f'U'W'1V1 '1 i11J~b~t1'1lv'Urie:it1 bb"1:: Lde:i 111i'-r'Um11J L ~t1'1le:J'U'11nriru::m"i1J m"il'l"i1'1fo 
' 

'W'1 Vl'1 bb~1 ~-r'\J~1.:l~e:J\lvl1n1"i~Vl~\l~~e:J1J'V1V1'1e:J'U n1"ivl1'l1tl'l.le:J\l bf1~e:J\l 1 vilJ~ tl11J1'V1Vl b b 'Vltl 1~~11~1\l'111J1 "i tl1 oi1 
' " " 

.:i1t111111'1 1 1Jtln~ 

rn) ~fo~1\l~e:J\ltl1 bf1 ~€l\l~'ll1"iV1 bb"1:: iJJ'111J1"iti6lie:J1Jbb6ll1J 1111 ~\lfltl 1 ~ '1Ple:J. 
" ' 

Ci:'.) ~fo~1.:i'11m"ititl1Lri~e:i.:i~1"imn~'UAt11 tJ1111 
" 

ID.ID .m fl1'jsdt111 bb'l111bbtil.'tl bfl~eJ\lfleJ11fJ';n~e:i{~htJ'4flfl'1 (Personal computer) bfl~eNVJ11~ 
flvlJfJ';n~e:i{ (Printer) bfl~eJ\l6lbbntJbtJeJ{ (Scanner) bfl~eJ\l~1'je:J\l1vJ (UPS) bb'1::bfl~tl\lfleJ11fJ';lb~eJ{bb'U 'U 
vmrn (Notebook) vfliiv~1tJ"ti'v ID.ID.ID ~.:i1~bbri 

<9l) bf1~e:J\lf1e:J1JW1bl'lv1~1W . .Jf1f1"1 (Personal computer) bf1~e:J\lW1J~f1 e:J 1JW1bl'!e:J{ (Printer) 

bf1~e:J\l'1bb nmtie:i1 (Scanner) bf1~e:J\l~Trn.:ihJ (UPS) vi~mf1~e:J\lf1e:J1JW1bl'!e:J{ bb'\J'\J~n~1 (Notebook) ~.:i1lJ1'1i 

rj),,( 
I 



~) bfl~el.:JflellJ~1bV1el1'1TU~flfl(I (Personal computer) 'llel.:J ?ll"lel . ~i1n1'H111el.:i11l.ff 
.:i1\J 'Vl1m U\Jbfl~el.:ib&l:1J~i1bfl~el.:i 1V1li:1J1VJ~bb 'Vl\Jbfl~e:i.:ii1\Jbb~1 bb(I:: ?ll"lel . f1'.:ifl.:i~11el.:i11l .ff.:i1t1 11:1.J~.:ibllmfl~el .:i 

Yhli1vl~~o m n bb?l~.:i~ qJ~ m~Hu"l 1 el ~1-:i-U'~ b :ut111 b llt1 bfl~el.:i~~ el.:J61iellJ bb 6/flJ bbm 'lJ 

~i'u~1.:i~::~ei.:i'liei:i.Ju'll:i.Jbbm"tluru~n~bn~~\J ~.:id 
~ ~ 

C9l) bdmH'u~1.:i1vl-r'Ubb~-l:U1n ?ll"lel. mrui1bfl~el-lflellJ~1bV1el{~"J\JUflfl(I (Personal 
'IJ , 

computer) bfl~el.:J~lJ~flellJ~1bV1el{ (Printer) bfl~el.:J?lbbn\Jbt1el{ (Scanner) bfl~el.:i'111el .:i1~ (UPS) 'Vl1el 

bfl~el-lflellJ~1bV1elfo UUYlnYn (Notebook) i1Utu'Vl1bb(I:: bJ?l1lJ11fl 1.ff.:i1t11vl er-ru~1-l~el-lvl1 b 'Llt!n11 bbm 'lJUtu 'Vl 1 
... 'IJ ... 

' ' ' 
bfl 1el.:Jfl ellJ ~1 bV1 el{611t1~ fl fl" (Personal computer) bfl 1el.:J~lJ~ fl el:i.J ~1 bV1 el { (Printer) bfl~ el.:J?l bbn\J b \J el { 

(Scanner) bfl~el.:i'111el.:i 1 ~ (UPS) 'Vl~mfl~el.:JflellJ~1bV1el{bb UU'V-ln'V-l1 (Notebook) ~i1UqJ'Vl11~?l1lJ11fl 1i.:i1\J 1vl 

~) V11ni1eiumru'llel.:Jbfl~el.:JflellJ~1bV1el{~1t1~flfl(I (Personal computer) bfl~el.:J~lJ~ 
fltllJ~1bV1el{ (Printer) bfl~el.:J?lbbn'l.Jbtlel{ (Scanner) bfl~el.:i'111el.:i1~ (UPS) 'Vl1mfl~El-lflEllJ~1b V1 el{bbtJUYln'V-l1 
(Notebook) 6tl'11~bb(l::~el.:iv\'1m161.:i61iEJlJ rh1.ff~1CJ1t1m1~~~\l 61iellJbb61flJ A1el::1m~ A1~t1'1Tu bb(l::A1th::nelu 

' 
~t1~1t1 A11 .ff~1CJ~bn~~t111i'.:in'111 :u::el~t1elm V1tielm1:1Jfo~~'lJelu·1m.:ier-ru~1.:i 

'IJ 'IJ 

lrl.m nTnh1.:ifn~1':i::uu Mail Server bb~:: DNS Server 

~ . Gll.(9) ~-ru~1.:i:u::~el.:iv\'1m1'111el.:i.LJ'ellJ(I (Backup) 'llel.:JWUU DNS Server bb(I:: Mail 'lJEJ.:irn.U.:i1 t1 
'IJ 'IJ 'IJ 

(User) 'Ill nflm ~B'Uel.:J tl\Jn11~qj 'Vl1 CJ'llel\l.LJ'EJ~mb(I ::'1 ~v\'111 CJ.:J1\J m1'111el.:i.LJ' el~(! (Backup) 1 \J~t.Jbb U'Ubtl n?111 

bb(l::bbtJU1~~ 1~'Vl11U'Vlnb~el\J V11lJ.LJ'el ~ .~ 
' 

~.Gn .~ ~-ru~1.:i:u::~el-lvl1n11V111-:U?lel'Un11vl1\l1\J'lJEl\l Mail bb(I:: DNS b~el1~?l1 lJ 1 1fl1i.:i1t11vl 
'IJ 

V)(lel~ ~ti'. i11:1J.:i 

lrl.a::' n1':itl11.:!i'n~1':i::uu DOMAIN 

~.C9:'. . C9l n111i.:i1t11t11::uu Domain b~el1~ User ?l1lJ11fl Login b.LJ'11i File Server, Print 

Network L~CJ~fo~1.:i:u::~el.:i'IJfoth.:J~Vl61'11.:i ., 'lJEl\l User 1V1'1.ff.:i1t11vlel~1.:ii1th::~'Vl6.n1Y1 
" ' I 

~ . ti'..~ 1::uu Domain bUt11::uuV1~n1t1m1~\JV\J~'Vl5 (Authentication User) 1t1m1b.LJ'11iwuu 

b fl~ el '1i 1 CJ 'lJ el .:i ?l 1"1 el . tf i' u '11 .:i :u :: ~el .:i vi' 1 b i1 \J n 111ii:.i'1611 .:i 1 \J ( User) 'Vl n 11 CJ ~j' el v\' 1 n 11 bb ?l ~ .:i V1., 1 V1 \J 
'IJ 'IJ , 

(Authenticate) nelt1m11.ff.:i1mfl1B'1i1CJ'Vlnfl~.:J Yl~ellJ~.:Jbnu Log File V11lJ Yl.1 .u . 11vl1CJm1nwv\'1m1:1J~~ 
~ ' Q,.I d d dd lJ' Q,.I Q ' 

'Vl1.:JflellJYl1bV1B1 (OUU'Vl ~) Yl .1"1 . ~ctbo bb(I:: Yl .1.U. EJ\J I 'VlbnCJ1'lJEJ\lntJflellJYl1bV1el1 

~ . ti'. . m er-ru~1.:i:u::~el-l~bb(l1~1::uu Domain ?11:1J11ri1.ff.:i1t11vlV1(1el~ ~ti'. i1LlJ\l V11m::uu 
'IJ 'IJ 

Domain 'Vl~n (Master) hJ?11:1J11riv\'1.:i1\J1vl 1::uu Domain '111El.:J (Slave) ~el.:iv\'1.:i1\J1vlbb'Vl\J1mi(u~ bb(I :: 

~-ru~1.:i~ EJ.:iv\'1m1bbm 'lJ1::uu~i11~ 1~?11:1J11ri1.U.:i1t11~mCJ 1 t1 b -&11:1.J.:i 
'IJ , 

~ . '9:'..'9:'. ~-ru~1.:i:u::~el-lvl1n11'Vl~?lEJUn11vl1-l1\J'llel.:J1::Uu Domain '111El-l (slave) 11f1'.:iY11'm.J1.ff 
'IJ 

.:i1t1Hi1t1mru~1::uu Domain V!~n (master) i11~ bb(l::1~'1~v\'111CJ\l1\Jn11Vl~?leltJ'Vlnb~el\J ' , 
hti'..ct ~fo~1.:i:u::~el.:iv\'1m1~11el.:i.LJ'ellJ(I (Backup) V11lJ.LJ'el ~ .~ 

'IJ 'IJ 

lrl.ct' n1':itl11.:i-rn~1':i::'U'UfleJ:i.JoW1bYieJ{b~i'.iv\J (VMware) 

~.ct.C9l ~-ru~1.:i~el.:ivi'1 b 'Llt1 m1bbm 'lJV11m::uu fl m..1~1 bl'1B1 b?li1elt1i1u qJV111 ~b~ CJu ~el CJ .n1 CJ1 t1 ti'. 
'IJ 

~ . ct.~ n11'111EJ.:J.LJ'EJ~ (l':iJ1 m::uu fltllJ~1bt"leJ{b?li1el\J1 ~~m.J5 U~ b '1it1b~ CJ1 nu bfl~el\l fl EllJ~1 bl"l El { 
I I -c!ii I.I 

bblJ'lJ1CJel\J I 1'11lJ'lJel iv .~ 

\v. ct .bn eit.J mrul'i elYh\l1 ::uu fltllJ~1 bl') EJ{b?li1el\J 1 ~~ m U\J~1\J'Vl~-l1 \J1::U'Ufl ellJ~1 bt"leJ{ b?li1 tl\J ~I 
I 



-:ti 111 1111 "' ~ ID .b n1'l~ml'U'l11LL~:: 'Vlf111111':i~1'Ufltl11W1LVltl':i ,, 
erfo~ 1-:i\?l e:J\l~~m ne:iu ':il.J LL'1~ L ~i"n1l.J~~1'Ufle:Jl.J~1 LVI e:i{L ~e:J L ~l.JVJ m~~~ 1'U n1':iD1':i \If n~1'1ie:il.J LL"l!l.J 
" " ' 

LLm '1J~1'Ufle:Jl.J~1LtJle:J{LL'1~~1'Un1':i'\J~'\111'j~~n1':iLfl~e:J~1V1 ~L~1V1i!1~ '1131€1 . '11'U1'U (9) Vl~n'1m 
" 

ll..I o II c:::111 ru ' Q ' 

ID.&'11 n1 ':i"il~'Vl1"lltllJ~'Vl:: L 'U tl'Ufl ~.fl ru 6tlfltl 11W1 LVIB "j"lJe:J\I 6t riv. 

erf 'U~ 1\l"il~t?i'e:i-:i~ ~vl1oLJ€ll.J'1'Vl~L u ~'Um.tlrusnfle:Jl.J~1 Lvie:i{'1Je:J\I '1 Ple:J. 1~mL'1~\l'j1 V'1 ~LB v~~1\I ., 
" " , I 

'1J e:J \I Lfl ~·e:J \I fl e:J l.J~ 1 LVI e:i{ L L lJ~ 1 V (Server) Lfl ~ e:i \I fl e:Jl.J ~ 1 LV!e:J { ~1'U LI fl fl'1 (Personal computer) Lfl~ e:i-:i~ l.J~ 
fle:Jl.J~1LV!e:J{ (Printer) Lfl~e:J\1'1LLn'UL'Ue:J{ (Scanner) Lfl~e:J\IG'11':ie:J\11vJ (UPS) Lfl~e:J\lfle:Jl.J~1LV!e:J{LL'\J'\JVrnvn 
(Notebook) LL'1~mJmruLfl~e:i~1v ffi<ff-:i1'Ue:iFi 1~LU'UoLJe:Jl.J'1~VJ'LI'1l1'v 

' ~ " 
ID .c:<: m':iue.i'ln'Uf1111116"11L'Vl~1LL~::m':iri1'lv'l'li'mrn ,, 

l!:J. ~ .C9l erf 'U~1\lt?i'e:J\lij LLe.J'UUe:J\I tl'Ui"n 1l.J~l.J L Vl'11'1J€l\IW'\J'\Jfl €ll.J~1 LVI e:i{ LL'1 ~\?le:i-:iv\'1m':i'11':i€l\loLJ€ll.J'1 
" " 

':i~'\J'\J\11'U ~1\1 1 €l d1\1'1J1L'1l.Je:J Vl1l.Ji"n1l.J~n1':i L .ff \11'U~L Vll.J1~'1l.J LL'1~ 1~f'U i"n1l.J L ~'U"11€l'\J"il1n '1131€1 . LL~1 LL'1~\?le:i-:i 
':i1 v-:i1m~'\J'\J m':i'11 ':ie:J\loLJe:Jl.J'11 ~'Vl':i1'\JVl m~ e:i'U 

" ' 

L~'U Core Switch, Firewall, Router i'1i 

l!:J.~. '11 n1':itlfi'UoLJ€ll.J'1 (restore) erf'U~1\lt?i'e:J\1~1 L U'U n1':itlfi'U':i~'\J'\Jfl€ll.J~1 LV1e:J{"i11 noLJe:Jl.J'1~1~vl1n1':i 
'\I \I \I 'U \I 

'11':ie:i-:i-LJ'e:il.J'1 L'U-LJ'e:i l!:i.~ . (9) mv1 'LI b -&11l.J-:i ~-:id'1lmm1c;i11~"il1nm':iV11~e:in'\Jer~ LL'1':i~'\J'\Jfle:Jl.J~1Lvrn{ '1P1e:i. 
" "" 

Q,11/ t1.d 0 

ID.~ n1':i"il~b"il1'Vl'U1'Vl'l.J':i::"il1 

l!:J .~. (9) erf 'U~ 1\l"il ~ (?) €l\1~~~1\l~i1fl11l.J~fl11l.J'11l.J1':i() L 'U m':i'lie:Jl.JLL 6/!l.J LLm '1J Lfl~e:J\lfl €ll.J~1 L(;l €l {G'i1'U 
" " 

1.lflfl'1 (Personal computer) Lfl~e:J\l~l.J~fle:Jl.J~1L(;le:J{ (Printer) Lfl~e:J\1'1LLn'UL'Ue:J{ (Scanner) Lfl~e:i-:i'11':ie:i\l 1vJ (UPS) 

LL~~Lfl~ e:J \lfle:J l.J ~1LVl e:Jfo'U'UVmvn (Notebook) LU'U e:id1-:i~ '11'LI1'Ue:id1-:ii!e:iv l!:J fl'U mu':i~\\'1~ '1P1e:J. ml.Jl'U 

LL'1~L 1c;i1v\'1m ':i'1Je:J\I '1P1e:i. L~e:i~1L ti'Um':iml.J'1~~1~1-:i 1 ~LL~1L'1~"il1~m ~1 ':i1l.J~\1~1m'Vl~e:i 1'LI-:i1'U'\J~m':i~1'U 
Cit. ' I .c:::il 

fle:Jl.J~1LVl€l':iVl1\I 1 (;)1l.JVl '1131€1 . l.Je:J'\J'Vll.J1V 

l!:i .~ .l!:i L~ 1V1i! 1~ tJ ':i~ '11\?le:i-:iii ~ ru'1l.JU~e:id1-:ii! e:i v 1~f'U1\9iin1-:iPi n~11lJ~1n11e:i11u~~~1V1 ~e:i 
u':i~mP1i1vu(;l':il'll1~~.ff 'LI'1-:i (u1'1.) '11'1J1fle:il.J~1 L(;le:i{ '11'1J1~L~ nVJ':ie:itin'1 '11'1J1fle:il.J~1 L(;le:Jfo':in"il V1~e:i'11'1J1~'U 

" ' 
~L~V1oLJ€l\I ijtJ':i~'1'\Jn1':iru1 'Un1':ivl1\11'U~1'U61ie:Jl.JLL61!l.JLLm '1JLL'1~D1':i\lf n~1€JU mrufle:Jl.J~1 L(;le:JTilJiJe:iv n11 C9l U 

' ' 
l!:J .~.'11 'Ue:J m Vltie:J"il 1m ~1V1i!1~U':i~\\'11 'UoLJ€l l!:J .~ .(9) LL~1 erf'U~1\l"il ~t?le:i-:iner~ LL'1':i~'\J'\J zj\l"il~t?i'e:i-:i L U'U 

" "" 
erf 'U LL'1 ~ LLm '1JU fl l'\111 L~ V1 tl'\J W'\J'U fle:Jl.J ~1 L(;l e:ifoi;i ~ Lfl~e:J~1 v ':i1l.J~\l':i ~'\J'U \i1'UoLJ€ll.J'1 
\I -~ ""' \I 

l!:J .~ .~ '\111 nij m':i'lie:Jl.J LL61!l.JLLm '1J Lfl ~€l\lfle:Jl.J~1 L(;le:J{Vl~e:J':i~'\J'\J Lfl~e:J~1 V LL~1 Ln~U ~V11.J'11 'U mru L~l.J 
e:i~L'1l.Je:i (~\ILL~ ® flf-:i~'U 1 u) ~f'U~1-:i"iJ~t?i'e:i-:i~-:i~Lzjm'ln~Lu~1~ L-LJ'1l.J1~1Lti'Um':iLLm '1Ju~V111~L'1~"ili'Umv 1 'LI 

~ i1 Ll.J\I U'\J"il1nL1'11m~f'ULL~\IU~Vl1LU'U'11V~n~ruern~':i"il1n~11~1\I 

ID .@O n1'l~~Lnu'li'e:i11~n1'l"il'l1"il'lVl1\lfle:l11~1bVIBi (Log File) ,, 
l!l.C9lo.(9) ~f'U~1\l"il~t?i'ei-:iv\'1 m':i~~Ln'U-LJ'm.rn m':i"il':i1"il':iVl1\lfle:Jl.J~1 L(;le:J{t ~L lli..i 1 U(;l1l.J Yi. ':i . '\J . 11~-w 

" " o Cit. Cit. ' QJ .J ,d .J .J II QJ Cit. ' 

n1':in':i~Vl1i"n1l.Je.J~Vl1\lflell.J~1L(;le:J'j (U'\J'\JVl 1!>) ~ . Pl . l!:ictbo bb'1~ ~.':i.'\J. e:J'U 1 VlLnV1'1Je:J\ln'\Jflell.JY'11L(;le:J'j bb'1~ 

':i1V\11'U 1 ~flru~m':il.JVl':i1"ilfo iVl':i1'\JVlm~e:ii..i 
' d II II 11.J 0 Clo I dt I Cit. ' l.IQ.J II II 

l!:i.C9lo .l!:i V11nl.J n1':i':ie:J\1'1J e:J'1Je:Jl.J'1 e.JVl m~Vl1 e.J~e.J1'UV11\I Lfl':ie:J'1J1 Vfle:Jl.J~1 L(;l e:J':i'lle:J\I '1Ple:J. e..i.,':i'U"il1\l(;l e:i-:i 
" " 

v\'1 m':if'i''UVl1oLJe:Jl.J'1~m~v\'1~~~-:in~11Yi~eil.J~\IL ll'LI~~1l.J 1~m':i1 'LI.ff 'UPJ1'1 ,..(! / 
" " " v1p1 

I 



l!J.(9)0 .rn cj'-r'U~1 .:itJi' el\IU-r'Ui.h:i 1~'U 'Uf11'~ ~'U ET 'U~1\il'U (Authentication) nel'U f1111 otl\11'U bfl~el~1 CJ 
'IJ ' 

'1JeJ\10 otl\11'U (User) tviCJ 1 ~0 otl\11'U1~'U'Ubfl~el~1 CJflel11Yi1 b\il el{'IJel\I '1Plel. tJi'el\l vl1f111~'UEJ'U~1\il'UVjf1fl ~\I nel'U f111 

tibfl~el~1CJ 

l!J .(9)0.Ci'. b fl~el\lflel11Yi1blilel{bbl.i~1CJ (Server) ~1~u~m1n'U'Uflfl~fl1CJ'Uelmoii'U Web Server bb~~ , 
~tlmrubfl~el~1CJ~v111~bnvi Log File boii'U Firewall, Core Switch ~fo~1\1'1~tJi'el.:iv11m1bn'U Log File boii'Un'U 

I.IQ.I I.I I.I 0 v Cl.I ~ I.I ~ ' 

l!J.(9)0 .ct ~ 1u '11\1\il el\l 'Vl1 m1~ bb~ 1 mnwuu m1'1vi bf1'U'IJel~~ n 11'111'11'Vl 1.:i fl el1l'Vn b\il el1'1J el\I '1 Pl el. 

1~biJ'U1tlmlJ V-l.1.u. 11~1CJm1m~v11m111~vi'Vl1\lflel11Yi1b\ilel{ (m.Ju~ l!J) V-l. Pl . l!Jctbo V-l~elm~.:i1~-ffm'1'Uelbb'U~ 
~1.:i 1 ~bi1'U11iJtJ1~ 1CJ'1Jtlnu '1P1el. 

Q1. tt1'U\ilel'UbL" ::~~ n Ln W'1L 'U n1'f~'11 )ru1~111 b~v nu":: ~111il'U 
rn.(9) 1 'U m1Yi'111ru1 e.J ~ m1~'UoLJelb'1 'U eltl 1~ m vi11fl1B b~ f1'Vl1el'Ll n ~fl #.:id '11-U f1\11'U '1~ Yi'1 11ru1 

~ vi~'U tvi CJ ti'VIGl' n bnru~11fl 1tJ w nelrnnru~~'U 
~ II .di I.I 

rn.l!J f111V-l'111ru1e.J'lJ'U~f11W'U'IJelb'1'Uel 
'IJ 

1-U'VIGl' n bn ru ~ 11mtJ 1 ~ n el 'U bn ru~~ 'U 1 'U m1Yi '1 11ru 1cj''ll 'U ~ m1 ~'U off mm.J el'11tl' n.:i 1'U '1 ~ 
'IJ 

Yi'111ru1tviCJ1 ~fl~bb 'U'Um11u'1'1CJV1Gl'mb~~J1V1'W'n~n1V1'Uvi ~.:id 
((9)) 11m~~'Uoffmm.rn (Price) n1V1'UviJ1V1'W'mvi1nu~elCJ~~ ~o 
(l!J) oLJelb'1'Uel~1'Ub'Vlfl'Llfl fl1'Vl'UviJ1V1'W'mvi1n'U~elCJ~~ rno fl~bb'U'Ub~11 (9)00 fl~bb'U'U ~.:id 

( ) 

Q,J QI v 1.1.d I.I .di 0 Q,J d 11d I.I 0 QJ 

l!J. (9) 'Vl'U \1'1mu1 el\I e.J ~ .:i 1'U 'IJ el\I e.J CJ'U 'IJ el b'1'U el'Vl1el '11b'U1'1ruru1'Vl e.J CJ'U'IJ el b'1'U el'Vl 1 nu 
'\J " u \I 

'Vli.11CJ11'1Jf111~\I bfl CJ 1~-ru f111~1\l'lh~ \I fo'l!f1 bb~ ~ bbm 'IJ 1~'U'U bfl~el~1 CJ tvi CJ 1~ CJ~ b 1m~ bfl CJvl1'1fl!fl!1 nu'Vli.11 CJ 

11'1Jf111~\lf1~11 tJi'el.:i11ibfl'U1~CJ~b1'11 rn tJ U'U~\lbb~1''Ui'U~vi'1ryry1ii.:i1''U~'Ub'1'UeloUelb'1'Uel <to fl~bb'U'U 
(l!J. l!J) 11 CJ ~ elYi11.:i1'U ~ '1 ~111-ru ~ vi'llel u .:i 1'U d tvi CJ '1 ~ tJi' el .:iii u flm m~ -ru ~ vi'llel u ~1'U , 

1~'U'Uflel11Yi1b\ilel{bbl.i~1CJ (Server) i1tJ1~'1um1ruel~1.:ii!elCJ (9) lJ el~1.:i'l!elCJ (9) fl'U <to fl~bb'U'U 

1viCJn1V1'Uvi 1 ~J1V1'W'm111i.:iV111vib vi1nu~elCJ~~ (9)00 

a:. )::lJ::b1"1~1biJ'Un1) 
(9)1.!J b~el'U (\il~1fl11 l!Jctbrn - n'UCJ1CJ'U l!Jctbei'.) , 

er . .:iuth::111ru u"~)1lJ"~bBll 111fi11 "li'11ll 

~~Ci'.,~oo 'U1'Vl (btl1bb'1'Ubtl1'\ll~'U~~'U bb tJvi~elCJ'U1'Vl'11'U) ( i.:id m1'1 vi~ el'1vi~1\1 fl#.:id '1 ~iJ f111~\l'U111 
1 'LI'1ryry1V1~eloLJel(?l n~.:i b U'U'VIU\l~el 1~1Jiel b~el'V-l w11'1Ju ry~~.:iutJ w111ru11CJ~1CJtJ1~~1u.:iutJ1~111ru V-l . Pl . l!Jctb<i'. 

i1e.J~u.:ifi'u 1otlbb~~1~-ru'1 vi'111.:iutJ1~111rull Y-l . P1 . l!Jctti<i'. '11n'11tl' n.:iutJ1~111ru bb~1 bb~~ mru'11-Un.:i1'UbP11'l!f~n'1 
"' 

el(?l '11V1m1111111~-ru m1'1vi'111.:iutJ1~111 rub ~el m1'1vi '\111 fl ~.:id '11-U n.:i1'U., '111111fl CJ n b~ nm 1'1viV111~) , 

' b . n))1J~'V15-trn.:irnnr;11) 

ti .(9) e.i".:i1'U~ L nvi:ff 'Ui-:1V111vi c;le:i-:il'lm ll'U m111~'Vl~LL"~~'Vl51 'U'Vl-rV-lf!~'U'Vl1-:iuryry1'lle:i-:i '1f'le:i . i.:ii'UbL"~ 1 iX 
~mlJ'Um111Gl'u 1viCJcj'-ru~1.:i'1~tJi'el.:i11ithLJ'el11me:in'111 11CJ.:i1'U~1.:i ., 1111~\lbelf1'111m1!1nelu111 hJbe.JCJbb'V-l~'Vl~el 

'IJ 'IJ I 

1 m 'Un'1 m1vtl1i b~CJ1nu-:i1'U\il111'1ryry1d tviCJ 1111~fofl1111~'UCJel11'11 n '1P1el . nel'U mrue.J~.:i1'U~~fo~1.:i 1~?1-:i11elu 
1 iX '1P1el. bb~1 bb~ ~ bn viu ryV11 m1~ ~ bil vi~'IJ~'Vl~'Vl~el'Vl-rY-lf!~'U'Vl1.:iury ry1 V11 ni1mrum1~el.:i~el.:i '1 f'1 el . ~-ru ~1-:i 
'1:: IJi'el.:i-ru~vi'llel'U 1 'Ufl1111 b~ CJ'\111 CJ~ bn vi:ff 'U '11f1 m1 m ~v11~ ~ bilvi~.:i n ~11 



b . ~ .U fl lJ '1Ji'1'ULf11fl-li 1 EHb'1 ~ f111l.JU '1 fl (;)Jl CJ '1J fl ~':i ~'U 'U f1fll.J ~ 1 bl'l e:d 1~Vll.J1 CJ ':i1 lJ fi ~ Password 
'IJ 

r.r~ Lri 1fl-li 1 CJ (Network diagram) Lb '1 ~ .LJ fll;J '15'LI1(;} ~ LM CJ1.U fl~ nu ri 11l.l tJ '1 fl (;l n CJ '1J fl ~':i ~u u ri fl l.1 ~1 bl'l fl { bb'1 ~ 
bf11fl-li1CJ ~fl11b U'Uf111l.J~'U'1~b~ CJbb ~~~fl Vl1fl 1 i'lb~ LCJ'1JtJ5'U 1(;l'Uflflb Vltifl'11fl~qjqj1QUUtthJ1Jl 

I II • ~ 

U'J. rl1\l1..:JUG'l::n1~\l1m..:J'W 

~1i!rn1'U'1~~1CJrh41.:izj.:i 1Jl':i1lJ.n1,;l;J'1 ri1b ~l.ll'l'1fl(;l'1'U.fl1,;fl1m5'U 1 bb'1 ~ri11 i~1 CJ~.:ith.:iJi'1CJ bb~11 ~bbrl 
crd'UoLJ'm'1'UflmJi'fum':il°i'(;lb~flfl1~btJ'Ucrfu41~ 1(;lmLti.:iflflmll'U (9)~ .:i1(;} l'l.:iif 
'IJ 'IJ 

~1(;}~ (9)-(9)(9) bU'U'11'U1'Ub~'U1w)m1~flCJ'1~ ~ .mm '1Jfl.:iri141.:i~fl\l1{;} Ldfl~fu41.:i1JltJ5u~.:i1'UmlJ~ 
cr1141.:in1V1'U(;l 1~bb~1b'1~'1.fl1CJ 1 ufo~ ~ct '1Jfl\lVJflb~fl'U 
'IJ , 

.:i1(;}~ (9)~ b ll'U'11'U1'Ub~'U 1 'LieJl'l':i1~flCJ'1~ ~.mb'"J '1lfl~ri141.:iLdfl~fo41.:i 1JltJ5u~.:i1'U~~VllJ(;l 1 ~bb~1 b'1~'1 
b~CJu ~fl CJ 1J11l.J~ruru 1V11fl.V fll'l fl'1.:i41.:i b ll'UVli!~ ~fl bb'1~cr1141.:i 1Jlm1 '1-rul.J flu.:i1'U41.:i b~ CJu ~fl CJ bb~1 n1V1'U(;l 1 ~ bb~1 

"" 'IJ 

b'1~'1mCJ 1 'Uim~fl'Un'UCJ1CJ'U ~ctb~ 
e<:. m~rn1m~n~ruru1 ...... 

1 'LiwV111.:ifl1 ~~qJqJ1 V11n~1141.:ib ~'U11~fo41.:i hJm'1tJ5u~ml.l~qJqJ11Jl V11fl~-ru41.:iC'.i(;l~qJqJ1oLJ'fl 1(;} 

oLJtll'1~~cr1141.:ii1~VJ6'Ufl fl b~ fl~ruru11Jl 1 'U mrub '1i'Udcr-ru 41.:i~'UCJfllJ 1 ~cr1141.:i~1 b i1'Ufl1':i'Uflflb VIU fl'11fl fl TH~ CJ fl 
'\J "" '\J \I 

ri1tJ-ru1J11lJ~qJqJ1'1'Ufi.:i1''Uuflm~fl~qJqJ1 l'i'~~fl 1 ud 

~ .(9) ~'UVI~ fl U':i ~ n'U VI 1fl b~CJ fl ~fl\l'11fl6'U1 f11 ';j er fl fl flVltJ\l ~fl ~1 U':i ~ n'U \Jl 1l.J ~ ru ru 1~ ~Vll.J (;}VI 1fl bb ~'U 1 \l~1 'U 
'IJ " " 

II I I.I I II ~ 

bb'11 bb\Jl~11'11~'1 ~ b Vl'U'1l.Jf11':i 
'IJ 

~ .~ b~CJ fll°i1 b~ CJV11 CJ e1''U~.:ii1'11fl~-ru41~ '11m':i 11JtJ5u~ ml.l~qjqJ1oLJ'fl 1(;}.LJ fl VI~~ bU'UbVll') 1~ bn(;lm1l.J 

b~ CJVl1CJbbrl cr-J 141.:ibn'Ufl11'11m'UV1~ flU':i~n'Uml.l~ n 1ru1 cr-ru ~1\lCJ fllJ-ruC'.i V!bb'1~ ~'UCJfllJ'IJV! 1 off rl1b~ CJmmr'U 1 ~ bbrl cr-J 1 
'\J D~ QJ \I '\J 

41~mCJ 1'U ~ct 1'U i!rnL~1'U~1JlfrnL4~'11flcr1141~ 
'IJ 

~.m 11Jfl~':i~V111.:ib~fln'1fl1':i 
'IJ 

~.~ 11J b ll'U'4f1f1'1zj\lfl ~';i~V111.:i~m~~ufl1':id'UoLJ'fl b'1'UflVl1flv11~qJqJ1nuV1t11CJ.:i1'U'1Jfl.:i-r-'i 11-ti'1 ri':i11 b ~ fl\l'11fl 

Lll 'Ucr~11J ~hmfl ru 'Vi fl 1':itJ ':i~ bi°J'U ~'1fl1':itJ nu~ .:i1'U'1J fl.:icru ':i~ fl flu fl1':il'l 1l.l ':i~ bu CJu ~ -r~l.l'Ul'l ~11fl1':i 
\I d.J '\J al.I 

m~VJ':i1\l fl1 ':if1~\l n1V1'UV11'11lJ~tJ ':i~ fl11"1 b~ CJ bb ~':i 1 'UW'U'U Lf11fl-li1CJ'11':i'1'UbVJ1"1'1Jfl\l fl ':il.JU qj~ flm.:i 

~.ct hh ll'Uuriri'1zj\l() m~uzjfl 111 'Uuru~':i1 CJzjfl crv1~~1mb'1~ 1Jl bb 4.:ib 1CJ'Uzjfl1 ~ Lu'Ucrv1'.:i.:i1'U'1Jfl.:iV1t11 CJ~1'U'1Jfl\l 
, \I , " " '\J 

-r~ 1 'LI ':i~uu Lri1fl-li1CJ '11':i'1'U b VJ l"1'1Jfl.:i ml.Ju ru~ flm.:i zj.:i':i1l.l 5~\l ~u riri'1 ~crv1.:i.:i1'U b ll'U~'U~1'Ucr ~vim':i fl ':i':il.J fl 1':i 
al.I " , '\J , '\J 

cr~Vlfl1':i cru~Vl1':i cri1a1'U1'11 'Ufl1':i~1b iJ'U\l1'U 1 'Un'1fl1':i'1Jfl\liJ~'Uf1f1mr'UJi'1CJ 
'\J '\J '\J , 

~. b i1riru '1l.lu&i bb'1~ 11Ji1~fl~ru~~ fl\l~1l.l ml.l~ riru~ fl ':i':il.lfl1':i'U LCJ'U1CJ fl1':i~VJ~fl~ vi41.:i bb'1~ fl1 ':i'U~V11':i~'1 ii) , 
mri-r~n1Vl'UVJ 1 'U':i1'1Jn'1'11'Ub 'U fl~1 "' , 

~. b'"J b lJ'UiJ&iu riri'1cri1m~~-ru41.:i.:i1'U~tJ ':i~m vi':i1 m8 b~ flVJ ':ifli1nci' l'i'.:i fl~ 11 
, 'IJ 

~.~ 11Jb U'U~i1 ~'1U':i~ LCJ'1JtJ~1l.Jn'U nu ~d'UoLJflb'1'U fl':i1CJ5'U~boLJ1~'UoLJflb'1'Ufl 1 ~ bbrl~1tJ fN1'U ru l'UU':i~fl11"1 
tJ':i~ mm1m8 b~flVJ ':ifli1 flci° Vl1fl 11J b lJ'U~ m~v11m':ieJ'U bU'U m':i<LJ'vi'1J11.:i fl1':ibb oLJ.:J<LJ''Ufl~1.:i b U'Uo':i':il.l 1 'LI fl1':iU':i~mvi 

'IJ 

c:i.~ c:i.,~.J" 
':i1f11€Jb'1 flVJ':ifl'U fl'1 f)';j \l'U 

~.~ 11J b ll'UeJlJl-ru bflfl~VJ~Vl1flm1l.l~l.Jn'U zj~m'1tJ5b'1u11JCJfllJ~'Ul"11'11VJm1'LibL~f ji'U1'1'1Jfl\l~~'U.LJ'm'1'Ufl 11'1 

i1rhi.:i 1 ~'1'1~ bflfl~VJ~bb'1 ~m1l.lioi'l.ln'UL '1i'U11i1'U , 
cf,,1 
( 



(9)0 

~ .C9'lo ~~'U .LJ m~ 'U e:i 111 e:i ,rn \lVl :a {j EJ'U 1'W1~ 'U 'U '1 ~~e:i '1~'11-:i.n11°1r~vi'1 v BL~ nvi 1e:J ii n '1 (Electronic 
~ ~ 

Government Procurement : e - GP) •1m-:imllU(IJ~rnn-:i 

~ . @)@) ~~'U .LJ el L~'U el zj -:i1vi' ru f1 ~ L~ el n LlJ 'U AG1 fll f\111'1 tl\l ~ \lVl ~ L {j V'U1 'U )~'U 'U '1 ~~el '1~'11\lfl11°1 r~v11 El \J \J gt !:It d.I 

Qd .:::..'( ., .. ..J 
m~nvi1e:i'Un~ Electronic Government Procurement : e - GP) '1JeJ\lmll'U(IJ'1Jn~1-:i IP1 1 1JV11°1ru~n111Jn11 

tJ.tJ.'1J . rl1Vl'U~ 

~ .(9)\!J ~~'UsLJ el L~'U el l'i'e:i-:i hie:i EJ1 'U ~1'U~ L ll'Um~fa~~\lU f\1~)1vru11El~1 El VI ~el LL~~ \lU f\1~)1Elru11El~1 El 
\J \J d.I \I 

0 t 0 t 

hl~nl'i'e:i-:il°11'Uc11'U1'U~1w'11f1(1J 1P111J~l°lru~m11Jm1 tJ .tJ .'1J. n1V1'U~ 
~.(9)'11 ~~'UsLJtl L~'Utlzj\l hHurr~ L~ an Lll'U~&r(IJ (IJ1l'i'v\lr'U LL~ ~~1ElL~'U~1'UU(IJ~5'U11°11) Ll 'ULL~n11~1EJ L~'U 

LL~~~fl~-:izj-:ii11l~A1hiLn'U~11Jvi~'Uu1viA'1ruru1m'1~1miJ'UL~'U~~n1vi' mll~flru~m11Jm1 tJ.tJ .'1J. n1vi'U~ 
\I \I "'"' 

'11'1Tn-:i1'UL1111~~n'1e:i1P1~1vim11l 
~ ' 

..J ' 1 .. 
Cl'U'U'W1~111JV1 b LL 'IJ1\l'Vj\l'W(IJ1 Vl L 'IJ\Pl)1'1JL Vl1 n~\l L Vl'W i C9'lO<i'.oo 

1 Vl1Pl'Wvl o l!Jl!Jol!J <i'.rnct~ 1 Vl1~11 o l!ibei'.Ci'. Ci'.Ci'.oo 

~j 
( 



111ri~'U1n @n 

~!:'U'l.Jfl£) 11~ 'J L~rn1 Lf'l~£) •th fl LL~::£Jtlmru"lrn~~hun ~1'U LA~'tJ\jn'1£J~~TVln ~~:u . .. . 
'j1EJfl1'j'j~tJufleil.l~1L1wti{ LA~ei~1mL~~eiLJmru zj\l~~~\lei~~'11'11n\11'ULl'Wt~\in-:ueivi?11Vfm'jl.J (?!Plei.) 

, 'V dJ 'I 

tb~ fleltJ vl1 El 'j1EJ~~b5 EJ~~\l,j 

(9). 

Iv. 

rn . 

Ci'.. 

er. 

b . 

ITT!. 

~ . 

<910 

bfl~el\I flell.l~'J Lviei{ bbli~1EJ (Server) ( V11l.J~'j~tJ 1 'WoLJB Iv. Iv.®) 
' 

eitl mru'j ~tJ'\J bfl ~ei~1 EJl°I Bl.l~1 bV'l ei{tJ'j~ fl eiuvi'1 El Router, , 
Switch, Firewall (V11l.J~'j~tJ 1 'WoLJel Iv.Iv.®) 

' 
bfl~eJ\lflell.l~1bV'leJ{?i1'U'4flfl~ (Personal computer) 

tJ'j~ neiuvi'1 El 

bfl~el\lflell.J~1 bV1eJ{?i1'UtJl°lfl~ Vl1l.J~'j~tJ 1 'WoLJel Iv. Iv.Iv , ' 
'11'U1'U ®ITTl\v bfl~el\I 

bfl~el\lflell.J~1 bV1eJ{?i1'UtJl°lfl~ Vl1l.J~'j~tJ 1 'WoLJel Iv. \v.rn , ' 
'11'U1'U ®® bfl~el\I 

bfl~B\I fleJl.l~1bV1BfatJtJYmvn (Notebook) ( ml.J~'j~'IJ 1 'W-U'ei 
' 

Iv.Iv.Iv) 

bfl~el\l~l.l~flell.l~1 Lviei{ (Printer) U'j~fleltJ vi'1 El 

- bfl~eJ\l~l.l~flell.l~1b~eJ{ (Printer) ml.J~'j~tJ1'UoLJB Iv.Iv.Iv 
. ' 

0 .. 

':il1'U1'U ~o bfl'jeJ\I 

- bfl~eJ\l~l.l~flell.l~1bV'leJ{ (Printer) Vl1l.J~'j~tJ1'UoLJB \v.\v.rn 
' 0 .. 

':il1'U1'U \v\v bfl'jeJ\I 

bfl~eJ\l?lbbfl'Ub'UeJ{ (Scanner) (ml.J~'j~tJ1'UoLJB Iv.Iv.Iv) 
' 

bfl~B\1'11'jeJ\l L ~~1 (UPS) "lJ'U1~f'l'J111~ mo KVA (ml.J~'j~'4 
1'WoLJel Iv.Iv.Iv) 

bfl~eJ\1'11'jeJ\l L ~~1 (UPS) Vlfl'1.l'U1~1°111l.l-:U EJm1'U"li£J rrl. ' , 
(ml.J~'j~'41'U-U'ei tv.tv.tv) 

fleJl.l~1b~rn{LbVltJb~V'l (Tablet) (ml.J~'j~tJ1'U-U'ei Iv.Iv.Iv) , 
Apple Pencil 

'11'U1'U 

'11'U1'U 

'11'U1'U 

'11'U1'U 

'11'U1'U 

'11'U1'U 

'11'U1'U 

'11'U1'U 

'11'U1'U 

'11'U1'U 

'11V!-ru SOFTWARE '1.IB\1'11'11rn1'UbPl'j~\in-:UBV'l?l1V!m'jl.JU'j~fleltJvl1EJ Linux, MS Windows version 
"' ' 

~1\1 1, MS SQL Server 'j'Jl.J~\l'j~'\JtJ\11'U~~~~\ltJ'Ubfl~el\lflell.l~1b~eJfali~1EJ (Server) 

-tY'y~ c::rw-v~(l~d" 

#g/ 



111F1~'U1n @"ll 

@. ~1V6l:a~h.1~LFl~v.:iF1vll~1L~vfalitthv (Server) m1::m.Jmru~vvi1.:i (~1~u~ @ L'U111F1~'U1n @n) . . 
<9>) Server d~8 I BM tu System X3250 M2 

~) Server d~8 IBM tu System X3250 M4 

rn) Server d~8 IBM tu System X3650 M4 

~) Server d~8 HP ~'U HP Prol iant DL120G6 , 
ct) Server d~8 HP ~'U HP Proliant DL120G7 , 
b) Server ~~8 HP ~'U HP Proliant DL360G7 , 
rri) Server d~8 HP 1'U HP Proliant DL360p Gens 

~)Server d~8 HP ~'U HP Proliant DL3SOG6 , 
<i) Server d~8 HP ~'U HP Proliant DL3SO Gen9 , 

' 
<9>o) Server ~~8 HP ~'U HP Proliant DL360G9 , 
<9><9>) Server d~8 HP 1'U HP ML350p Gens 

) 
..... ' 

<9>~ Server CJ'\1!8 HP 1'1.J HP Proliant DL3SO Gen7 , 
<9>rn) Server ~~8 DELL 1'U DELL PowerEdge R730 

<9>~) Server d~8 DELL tu EMC Power Edge R440 

<9lct) Server d~8 LENOVO 1'U system x3250 M6 

<9lb) Server d~8 HP ~'LI HP Proliant Proliant DL3SOGS , 
' 

<9>rri) Server ~~8 LENOVO ~'U HRS30 , 
<9>~) Server d~8 HP ~'LI HP Proliant DL 3SOP Gen S , 
<9><i) Server ~~8 HP ~'LI HP Proliant DL 320e Gen S , 
~o) NAS QNAP model TS-221 

~<9>) NAS QNAP model TS-251 + 

~~) Secure Network Server d~8 CISCO ~'U Secure Network Server 3415 , 
~rn) Email Security Appliance d~8 CISCO 1'\.J Cl 70 

~~) KVM ~~e:i HP 1'\.J LCDSSOO 

~ct) KVM ~~e:i CHEVAL 1'\.J cyberView 
' 

~b) KVM ~~8 ATEN ~'U cs130S , 
~rri) KVM ~~8 ATEN ~'LI CLS70SM-F , 

lrl. ~tJmruLFl~v'ti1llflvll~1L~v{ (~h~'U~ 1rJ b'U111Fl~'U1n @n) 
.J ,, ' 

<9>) Core Switch CJ'\1!8 CISCO ~'LI catalyst 4507R+E 

~) Wireless Controller ~~8 CISCO ~'LI CISCO 2500 series , 
rn) Firewall d~e:i Fortinet 1'\.J Fortigate 600D 

~) Firewall d~e:i Fortinet 1'\.J Fortigate lOOD 

ct) ~tJmru~~n11LL'1~Ln'U log d~e:i Fortinet 1'\.J Fortianalyzer 400E 

b) Intrusion Prevention System d~8 McAfee 1'\.J ns5200 appliance 

rri) Switch ~~e:i CISCO 1'\.J Catalyst WS-2960X-4STS-L 

~) Switch d~e:i CISCO 1'\.J catalyst 2960-X Series 

<i ) Switch ~~e:i CISCO 1'\.J catalyst 2960G Series 

<9>o) Switch d~e:i HP ASSOO Series JG240A 

.J 
<9l Lf'l18\I 

.J 
~ Lrl'rn\I 

.J 
<9> LFl18\I 

.J 
<9> LFl18\I 

.J 
<9> LFl18\l 

.J 
<9l LFl18\l 

d 
<9l Lf'l18\l 

d 
~ LFl18\l 

d 
<9l LFl18\l 

.J 
<9> LFl18\I 

.J 
~ Lf'l18\l 

.J 
<9l LFl18\l 

.J 
<9l LFl18\l 

.J 
<9l LFl18\l 

.J 
(9) bFl18\l 

.J 
~ Lf'l18\I 

.J 
<9>0 Lf'l18\l 

.J 
~ Lf'l18\l 

d 
<9l Lf'l18\l 

1,.1 
dV 



<9H.T1 

<9l<9l) Access point ~~el CISCO tu AIR-CAPl 7021-E-K9 

m. ~~\J'Ubfl~B\lflB11W1bVIB1L'1iiau (VMware ~1~\J~ @ L'Ufl1fl~'IJ1n @n) 
dt.1 I d 

<9l) Server CJVlel HP ~'U HP Proliant DL380 Gen9 ct bmel\l , 
~) Storage Server ~~el HP 1'U 3par StoreServ 8200 <9l bfi~el\l 

(HOD SAS ct~o GB "i\'1'U1'U b 'UV!, SAS boo GB "il1'U1'U b 'UV!, HOD SSD ~~o "il1'U1'U ct 'UV!) , , , 
rn) SAN Switch ~~el HP 1'U HP StorageWork 8/8 SAN Switch ~ Lfi~el\l 

a::. ~~\J\J Domain (~1~\J~ @ L'Ufl1fl~'IJ1n @n) 
... ., 

<9l) Server CJVlel DELL PowerEdge R430 

~. ria11w1Lvia{uVirn~viu~~aun~ru~avJ1\l (~1~u~ ~ 1ufl1ri~u1n @n) • 
' 

<9l) f1Bl.l'W1 LV!el{LL VitJL~(;l ~~el LG ~'U 1 OSM3TB , 
Q I'~ ~ dt.1 I • 

~) f1e:JlJ'V'l1L\;lel~LL'Vl'ULfi\;l CJVlel Apple 1'U lpad 128 GB W1-fi Cellular 

rn) Apple pencil JV o/ 
d 

~b Lfi~e:J\l 

<9lct 'U VI , 

~~}-.J ~(l; j.,v 



" 
'j1 VG'!~ bB v ~'111'WU nci 1.:1 "IJB .:j'j~'IJ'Ufl eJ :u~ 1 bVI e:i{ bfl~B'li1 v bbG'l~Btl n 'jcl • 

d C11t. ' II 'I I 

C9l bmtJ\lfltl l.l~1LVltJ'rnl.l'll 1E.J (Server) LL~~tJtJmruVltJ~1\l 
' 

(Vi1l.J~'j~tJ 1 \JeLJtl lv.lv.C9l) 
' 

tv eJtlmnh~utJLFl~eJ'li1E.JF1 €l l.l'W1LvieJ{ (ml.l~·rnu 1 tJeLJtJ 
' ' 

lv.lv.C9l) 

m Lfl~tl\lfltll.JVl1LvieJ{'11m~flfl~ (Personal computer) 

tJwneJu~1E.1 

- Lfl~ tl \lfltll.JVl1 LV1€l{'11t.1tJFI fl~ Vl1l.J~'j~tJ 1 \J eLJtl lv .lv.lv 
' ' 

- Lfl~ tl \lfltll.JVl1 LV1€l{'11t.1tJflfl~ Vl1 l.J ~'j~'IJ 1 \JeLJtl lv .lv.m 
' ' 

Lfl~tl\lfltl l.JVl1Ll'ltJ{LLUtJ~n~1 (Notebook ) (V11l.J~'j~U1 tJ 
' 

eLJtl lv .lv.lv) 

ct Lfl~m'Wl.l~fltll.JVl1 LvitJ{ (Printer ) 

th~ntl'U~1E.I 

- bfl~tJ\lVll.l~fltll.JVl1LvitJ{ (Printer ) 1'1 1l.J~'j~tJ1t.1-LJ'tJ lv.lv .lv 
' 

- Lfl~tJ\lVl l.J ~fltll.JVl1Ll'ltl{ (Printer) 1'11l.J~'j~'IJ1t.1-LJ'tJ lv .lv.m 
' 

Lfl~tl\l?ILLnt.1Lt.1tJ{ (Scanner) (V11l.l~wu1t.1-LJ'tJ lv .lv.lv) 
' 

Lfl~tl'l'11 'jtl\J1vh~1 (UPS) "IJ'U1~ mo KVA (V11l.J~'j~~1t.1-LJ'tl 
lv.lv .lv) 

Lfl~tJ'l'11'j tJ\lh<Jvh (UPS) 'Vln'llt.11~F111 l.J-:u vm1'Ll.ije:i u-J . 
' ' 

(V11l.J~'j~U1t.1-LJ'tJ tv .lv.lv) 
' 

fltJl.JVl1LVl tJfo~rn~vi (Tablet) (ml.J~'j~~1t.1-LJ'tJ tv.lv.lv) 

(9)0 Apple Pencil 

'11 '1.J'J 'U 

C9lb'"lilv Lfl~tl\l 

lvC9l Lfl~tl\l 

(9) .00 

(9) .00 

0 .0(9) 

0 .0(9) 

o .ooct 

o.ooct 

(9) .0 

o .ooct 

o .ooct 

o.oolvct 



1::v::ni'!101·uhL\lu011 

(9)\!? L~v'U (~'11Fl:IJ l!?ctbrn - n'U~rn.J'U l!?ctbC9:'.) 

I.I 1.1.J o.J 
<9l. L'11'Vl'U1'Vlth~'11'Vl '113lv. 

(<9lct,ooo t.J1'Vl x <9ll!? L~v'U x \!? Fl'U) 

rn. f'111i~1v1'1.Jrn'j Update Patch &l~~~ 6/iamL"IJ:iJ f11a~ L 'V1'1° f11~'U~1'U LL~~ 
f'11th~nau~'U~1'UatJmru'1Ja~LA~a~Aa:1J'W1·L~a{mJ'1hv (Server) 'Vl~aatJmru , , 

<'.§:'.. f'111-tl~1v1'1.Jrn'j&l~~~ 61ia:1JLL"IJ:1J f'11a~1'Vl'1° f'11~'U~1'U Lrn~f11tJ'j~nau 
~'U~1'U~tJmru'1Jv~LA~a~ L:IJ 1mAa:1JYl1L~a{ (Personal computer) 

LFl~v~Yl:1J~Flv:1JYl1L~a{ (Printer) LFJ~a~mLn'UL'Uv1 (Scanner) LFl~v~'11'jeJ~ 
1~ (UPS) LL~~LFl~v~Flv:1JYl1L~afouuvmvn (Notebook) 

' 'Vl'U1 V : t.JT\11 

~1'U1'UL~'U 

rnbo,ooo 

l!?o,ooo 

l!?cto,ooo 

rnoo,ooo 

l!?o,ooo 

C§:'.C§:'.,c:ioo r$,I 
~~~,c:.:oo I 
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